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1. Internet Banking BOAweb Retail T Key Features

The key features of BOAWeb are available in 3 parts :

| Account Inquiry

A View account balances

View end of day balances

View detailed transaction movements (list of transactions on accounts)

Search and download (search for transactions on accounts and download statements in
CSV, XLS (Excel) and PDF formats)

> > > >

Funds Transfer

A Account to account transfer

Domestic funds transfer with the possibility to attach supporting documents
International funds transfer with the possibility to attach supporting documents
Standing orders (creation and management of standing orders)

Beneficiary management (secure addition of a new beneficiary)

> > > > >

Personal Settings

A My accounts (Information about my account settings)

My personal data (e-mail address, mobile phone number, address)
My security details

Change my password

Multi-factor authentication

> > > > >

Services
A Cheque book request
A BOA Express Money Transfer
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2. First connection to BOAweb
2.1 Subscription to BOAweb

i.  Go to your BOA branch or contact your Relationship Manager to fill in the BOAweb
application form.

ii.  You will receive an e-mail notification from BANK OF AFRICA containing your user
name and a link to connect to the portal and set up your password. The e-mail is
sent to the address that you indicated the BOAweb application form.

A!mportant :
A The link received via e-mail can only be used once and is valid for 24 hours. In case you
face any difficulties, kindly contact your Relationship Manager.

2.2 Password set-up

i.  Click on the link received by e-mail and enter the following information in the
password set-up screen:
1 Account number: The last 7 figures of one of your account numbers. To find it,
please refer to your account statement.
User name: Provided in the e-mail sent by the bank
New password: 6-digit combination
1 Password confirmation: Same 6-digit combination as above

= =

i. CIl i c IChange PaSswordo .
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TT- BANK OF AFRICA Contactus User guide . R

amce GRour (3

BOAweb CHANGE PASSWORD

‘Welcome to the BANK OF AFRICA BOAweb Internet Banking portal. Account number

@ Help with entering the account number

Enter the last 7 digits of ane of your account numbers.
Username

o the digits that make up your password (minimum of 6 digits)

7 6 5

] 4

‘Confirm your new password

Click to compose the digits that make up your password (minimum of 6 digits)

7 6 5 0 3

4

CHANGE PASSWORD

You have not received the unlocking email

iii.  You will receive an e-mail confirming the successful setup of your password.
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2.3 Log in with your username and password

i.  After you have completed the previous step, you will immediately be redirected to
the log-in page.

“TTBANK OF AFRICA <
swce ssour (B Contact us User guide . FR

o

Welcome to BOAweb!

New interface designed for Retail customers

More features
From now on, you can
manage your debit cards

Improved design
Easier and Intultive

e Click to entor the digits of your secret code
navigation

AR

Entar Google Authanticator or Microsoft Authenticator code
Multichannel service

Same log in information as

MyBOA mobile application

Scan or click to download MyBOA o In cane you acthestsd the Multi-factor Authestification on your sccoust,
you should provider

mobile app .
’ e C *  Your uasrmame
@ App Store P> Googie Play o o prmonnd
_— *  The mde provided by Googe suthertcator or Micoach
Auttentcstor moble sppleston to log i

M2y frst ew fo vest thes page, plees chck 10 rt your pesewerd.

i. Enteryourusername and newly created password a



BOAweb Retail i Customer User Guide V 2.0 —TBANK OF AFRICA

BMCE Grour  (9)

2.4 Acceptance of the General Terms and Conditions

i.  All first time user are required to read and accept the general terms and conditions.

To accept, check theeb8OAlwedi tes mBl aadcephn
t hen c IPiocedédd on A

i You must sign the general conditions before starting to use BOAweb

Accept the terms and conditions

ARTICLE 1 : OBJECT

Customers who have a bank account with Bank of Africa hereinafter referred to as ("the Bank™} and are connected to the Internet may use the "BOAWeb" service subject to the following
general terms and conditions, The purpose of these terms and conditions is to define the conditions governing access to and the operating of the "BOMWeb" service and to set out the rights,
obligations and specific liabilities of bath the Customer and the Bank in respect of this service. In this context, they represent an addendum to the General Conditions, and all the general and
special conditions aid down in agreements concluded with the Bank upon opening an account will continue to apply, with the exception of those which may be amended or adjusted by these
general terms and conditions.

ARTICLE 2: DEFINITIONS

In these general terms and conditions, the following terms are used with the following meanings:
©  User: the person making use of one of the "BOAWeb" services forming the subject of the "BOAWeb"” contract. For a corporate entity, the Usar will be its authorised officers.
© Enhanced authentication method: security instrument corresponding to a scanned QR code sent by email or displayed on the BOAweb screen, or a verification code sent by SMS or
generated by Google Authenticator / Microsoft Authenticator authentication software,

| accept the BOAweb terms and conditions

PROCEED

2.5 Telephone number update

i.  The last step consists of updating your telephone number on the portal if you had
indicated an updated number in the application form. Select your country, enter
your mobile telephone number, confirm it and then click on AConfirm telephone
numbero .

i You must enter your phone number before continuing

Personal settings

Please select your country of residence

SM - SENEGAL

+ Mobile phone number {without the country code)

+ Confirm the mobile phone number (without the country code)

CONFIRM THE PHONE NUMBER

ii.  You can now view your accounts and freely navigate the portal.
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o] Welcome

~

= TOTAL BALANCES IN XOF

Current Balance

2423425111111111111 Current AOF

Balances of the last 6 months in XOF Statement of operations

Cate  Type Operation number

O

My transfers to sign

Currency  Debit Credit Salde  Description

Transfers history
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3. Activating multi-factor authentication (MFA)

To ensure reinforced security while using BOAweb, it is advisable to activate multi-factor
authentication. MFA is a security system that enables you to verify your identity by
requiring multiple credentials. In the case of BOAweb, in addition to your username and
password, it would enable you verify your identity using a one-time code generated by a
multi-factor authentication application.

i. Download Google Authenticator or Microsoft Authenticator from Google Play (for
Android users) or App Store (for iOS users) on your mobile device.
i. Go t o -fhiamutlotri aut henti cation (MFA)O from yol

A

Welcome

EMCE GROUP

Client: IPRC CORPORATE TESTING

7y Home <% Account Reporting #=* Funds Transfer

My Accounts

Account name and number

iii.  Follow the instructions to complete configuration of Google Authenticator or Microsoft
Authenticator on your mobile device and activate MFA :

Multi-factor Authentication
Multi-factor authentification is not activated for your account.

Deownload/Open the Google Authenticater app [4nd i -i05) or Mierosoft Authenticator [\VWindows

. Scan the QR CODE
. Enter the code generated by the applicatior

ACTIVATE

1 Open the Google Authenticator / Microsoft Authenticator application that you
downloaded onto your mobile device.

1 In the application, go to the option that enables you to add an account. The
application proposes two methods to add the account i Scan QR code or Enter a
setup key. QGRIe®eacded.Scan

1 Scan the Quick Response Code (QR code) that is displayed on your BOAweb
screen. This QR Code is associated to your user account. You will only need to
scan this once to complete the setup.
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Multi-factor Authentication

Multi-factor authentification is not activated for your account.

L. Dewnload/Open the Google Authenticator app [Android -10%5) or Microsoft Authenticator [Vindows

e code generated by the application

ACTIVATE

1 Enter the 6-digit code generated by Google Authenticator / Microsoft
Authenticator in the field just below the instructions on BOAweb.

123 456

Multi-factor Authentication
Multi-factor authentification is not activated for your account.

L. Download/Open the Google Authenticator app [Android -i05) or Microsoft Authenticator [V/indows

3. Enter the code generated by the application

==

T Click on AActivateo.
1 MFA has now been enabled for your BOAweb user account.

1 Two-factor authentication enabled

For further guidance, watch the video here.

10
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Almportant :

A You must enter the code immediately otherwise it will expire after 30 seconds. You would
then have to use the new code shown on the app within 30 seconds.

A In case of difficulty or failure to log in, you will need to contact your Account Manager to
provide further assistance.

A With each new log in, you will need to get a new code from Google Authenticator / Microsoft
Authenticator.

A You will also be required to generate a 6-digit code to approve funds transfer transactions.

A In case you change your mobile device, re-install the Google Authenticator / Microsoft
Authenticator application on your new mobile device and request a fresh QR code via the
BOAweb portal.

11
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4. Reset Password

i.  Inthe event of a forgotten password, go to the log in page of the BOAweb portal and
click on fReset passworda

BANK OF AFRICA ] =
BmceE Grour (3 Contactus User guide

elcome to BOAweb!

ew interface designed for Retail customers

Enter your username:

R

Enter your password:

More features
From now on, you can
manage your debit cards

Improved design
EUB{C" U.V‘d intuitive { Click to enter the digits of your secret code
navigation \

CLEAR

Enter Google Authenticator or Microsoft Authenticator code

You have not received the unlocking email
?

ii. Enter your username, check Al &m not a

robot o and
i nstructionso.

RESET PASSWORD

Your username

'm not a robot

You have not received the unlocking email
7

12
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iii.  The instructions are sent to your main e-mail address.

BANK SAI:(?:-E:C'QJ Contact us User guide ' FR

i Your query is being processed. If no email is received, please make sure your login is correct before contacting your bank

iv.  Click on the e-mail received from the bank and enter the following information in the
password set-up screen:
a. Account number: The last 7 figures of one of your account numbers. To find
it, please refer to your account statement.
b. User name: Provided in the e-mail sent by the bank
c. New password: 6-digit combination
d. Password confirmation: Same 6-digit combination as above
v. CIl i c KKChaoge Pagsswordo .

[y BANK uonfg‘::f!c\; Contact us User guide . FR

BOAweb CHANGE PASSWORD

‘Welcome to the BANK OF AFRICA BOAweb Internet Banking portal Account num ber

@ Help with entering the account number

Enter the last 7 digits of one of your account numbers.
Usemame

Mew Password

Click tn compase the digits that make up your password (minimum of 6 digits)

Confirm your new password

¥ou have Rot recoived the Lmlocking omail

vi.  You will receive an e-mail confirming the successful set-up of your password.

13
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5. Change Personal Information

This allows you to modify the following user personal data:
1 Physical and postal address
1 Language

i.  Go to your profile on the right of your screen and click on My personal detailsoin the
drop-down list.

Last log in - 2022-05-0 C Contact User guide S

=T~ BANK OF AFRICA

amcE grour (B

2 Welcome

Clicnt: IPRC CORPORATE TESTING

ount Reporting ¢ Funds Transfer

My accounts

My Accounts

My security settings

Account name and number

My password

Account 03 - 01173640002 Current X

Multi-factor authentication {MFA]
Compte 088 - SN1000100200202482001128 Current E

My devices
POUR BOA EXPRESS 1 - 01095950023 urrent *

| G Logout

ii. Editthedetailsasdesiredandval i date by entering your .pass\

14
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My Contact Details

E-mail address*
nXOCOOOK@mboaholding.com

Mobile phone number *
+21266827%

Addross*

chez vous

Languagc*

English

Plocase sot your password ®

Click to composc the digits that make up your password (minimum of & digits)

15
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6. Download the bank details (RIB)

There are many situations where you need to share your Bank Details (RIB) with third
parties in order to receive funds transfers. BOAweb allows you to access your Bank
Details in a few clicks.

i. At the top of the page, click on your username as shown in the illustration below, then
on fMy accountsii .

TT.BANK OF AFRICA
emce Grour (B A Welcome

Client: IPRC CORPORATE TESTING
(@ Home [“8 Account Reporting (= Funds Transfer

My accounts

My Accounts My contact details

My security settings

Account name and number Account type Curre

My password

Compte 088 - SN1000100200202489001128 Current El
Multi-factor authentication (MFA)
POUR BOA EXPRESS 1 - 01095950023 Current X(
My devices
POUR BOA EXPRESS 2 - 01000220007 Current {(
7 G Logout
Compte 0001 - SN1000100200202489000837 Current X(
B e W 1,116,381.00 @ U.00 @ 0.U0 @ U.00
@ 0.00

ii. Select the relevant account from the drop-down list.

My Accounts Compte 088 - SN1000100200202483001128 - EUR I

Account details v
Account name Compte 088 £ Account holder PAN AFRICAN SOLUTIONS SERVICES
IBAN SN1000100200202489001128 Bank code (BIC) AFRISNDA

Bank name BANK OF AFRICA - SENEGAL Account type Current

Balance EUR 99.00 Balance date 2021/08/14

iii.  Once the account has been selected, click on « Show Bank Details ».

My Accounts Compte 088 - SN1000100200202489001128 - EUR

Account details v
Account name Compte 088 £ Account holder PAN AFRICAN SOLUTIONS SERVICES
IBAN SN1000100200202489001128 Bank code (BIC) AFRISNDA

Bank name BANK OF AFRICA - SENEGAL Account type Current

Balance EUR 99.00 Balance date 2021/08/14

16
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iv. ClickoniDownl oad RI BO

BAMNK DETAILS

IPRC CORPORATE TESTING

I: ank "_'r'.'| enNCes
Bank code Agency code Account N® RIB key
SM100 Q1002 02024820008 37

SWIFT Adress: AFRISNDA

SN100 01002 02024890008 37 ’._t|

[ SEND BY E-MAIL

4, DOWNLOAD RIB

NB: You can also copy the RIB, open it on your device by scanning the QR code or send
to your e-mail address.

17
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7. Create a New Beneficiary

Beneficiaries must be created on the portal before executing funds transfers.

i. Go to theanstkerumdsnelhu and sel ect AManage ben

“T-BANK OF AFRICA o!

emce srove (B

Welcome

(@ Home ["3 Account Reporting ¢= Funds Transfer ; s Services

Domestic funds transfer

i successful log-in .
International funds transfer

My Accounts Account to Account transfer H— TOTAL BALANCES IN XOF
Standing Orders .
Account name and number ncy Current Balance Available Balance
I Manage beneficiaries I
Account 03 - 01173640002 LOF 0.00 MNA

Sign transfer
Transfer history

@ 0.00 @ 64,939.74 @ .00

SOUR BOA EXPRESS 2 - 01000290007 Current XO NA o 5,00
OUR BOA EXPRESS 2 - 01000220007 _urrent OF NA @ 1,116,281.00 @ 0.00 @ 0.00

i. Clickoobhhen AAdd a new beneficiaryo.

Beneficiary name Account number Transfer type Confirmed Enabled/Disabled Actions

Test privé - test 000000000000000000000000 Domestic funds transfer To be confirmed m
test privé-public 00371500199 International funds transfer To be confirmed m
TEST DOUBLONN 123456789123456789123456 International funds transfer obeconfirmed [
Sndjfk 5n1223455544544677896547 Dornestic funds transfer To be confirmed
thuweiba account 123456789123456789123457 Domestic funds transfer To be confirmed m
test00000000005 222335555666666666 International funds transfer © be confirmed
test00 000000002 01255555596888 International funds transfer To be confirmed
iii. il i n t h €reateiNew Betreeficiarpo tfheen dii c | Saved : on i

Beneficiary name i Enter the name of the beneficiary

Country i Select the country from the drop-down list

Bank code (BIC) - Select the BIC from the provided list

Bank name i This is filled automatically once the bank code is selected

Account number T Enter the account number of the beneficiary

Transfer type 1 Select the type of transfer from one of the following options

(domestic or international transfer)

Physical address - Enterthebenef i ci ar ydss physi cal addr e

= —a —a & —a —a |

=

18
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Create New Beneficiary

Beneficiary name Country

SN - SEMEGAL

Bank code (BIC)* Bank name*

Account number* Transfer type *

International transfer

Address (Physical)

SAVE

iv. Enter the |l ast 4 digits of your Sendrbeithee pho
verificationcodeby SMSo

i Beneficiary successfully created

Confirmation of beneficiary creation
Fill in the last four digits of your following mobile phone number: +21266827"
The last four digits of your mobile phone number

Choose the notification Canal

SEND ME THE VERIFICATION CODE BY SMS °

RECEIVE THE CODE

v.  Enter the verification code received by SMS to confirm creation of the beneficiary
and then click on AConfirm my beneficiaryo

1 An adivation code has been sent to your mobile phone number.

Confirm beneficiary creation

Fill in the code sent to you

COMNFRM MY EEMERICLARY SEMD ME THE DDDE AGAIN

vi.  The creation of the beneficiary is confirmed.

19
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1 Your benefidan

W DELETE & EDIT BEMEFICIARIES

Beneficiary Detail

Beneficiary name Conald John
Beneficiary country KE - KEWYA

Bank code (BIC)

Account number

Bank name YA LIMITED
Bank code 3

Branch name SATEWAY MALL

Branch code 33

Beneficiary address Mairchi, Kenya

20
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8. Standing Orders

In the BOAweb application, it is possible to create, modify or cancel a standing order to a
domestic or international account or an account within the same bank.

8.1 Create a standing order

Users can create the following types of standing orders:
1 Domestic
1 International
1 Account to account (accounts within the same bank)

i. I'n the AFunds Transfero menu, sel ect t he
"Domestic funds transfer".

T BANK OF AFRICA o}
EMCE GRO

) A Welcome

(@ Home 53 Account Reporting ¢= Funds Transfer s Services

Dornestic funds transfer I

i successful log-in ]
International funds transfer

My Accounts Account to Account transfer : TOTAL BALANCES IN XOF
Standing Orders .
Account name and number ncy Current Balance Available Balance
Manage beneficiaries
Account 03 - 01173640002 O 0.00 MA
Sign transfer
Ce UR 9200 81900
Transfer history
MNA
@ 0.00 @ 54,539.74 ® 0.00
OUR BOA EXPRESS 7 - 01000290007 T - N .
JURBEOA EXPRESS 2 - DLODOZ20007 urrent NA ® 111635100 @ 0.00 @ 0.00
@ 0.00

ii. Check the "Set as a Standing Order" checkbox in the funds transfer form and then
fill in all the other fields:
1 Beneficiary

Account to debit

Currency

Amount

First due date* 1 this is the execution date of the standing order, usually

equal or superior to the initiation date

1 End date* 7 this is the end date of the standing order, strictly superior to the
date of the first due date

9 Frequency* i select the desired option from the drop-down list (daily, weekly,
bi-weekly, monthly, bi-monthly and quarterly)

1 Charges

9 Description

1
1
1
1

*Additional fields after clicking on "Set as a Standing Order".

21
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Domestic Funds Transfer

Baneficiary

TEST DEV API Edit - [011785412351) BANK OF AFRICA-SENEGAL

Account to debit

Account 03 - 01173640002 - XOF

Currency Amount First due Date

XOF - West African CFA franc 2022-05-02

Set as a Standing Order End Date Frequency

Daily

Charges

Charge beneficiary

Description

CREATE A NEW FUNDS TRANSFER

iii.  Confirm the creation of the standing order by clicking on "Create a new funds
transfer".
iv.  The standing order created is available at any time and can be viewed by clicking
on AStanding orderso in the dropdown 1 i st

¢ Funds Transfer

Domestic funds transfer

International funds transfer

Account to Account transfer

Standing Orders

Manage beneficiaries
Sign transfer

Transfer history

4

22
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Drebit account Amount Currency Mext oocourrence Status

PAN AFRICAN SOLUTIONS SERVICES SN1000100200202489001128 HOF 36.00 XOF 2022/03/02

POUR BOA EXPRESS 1 01095950023 XOF BEBO0 XOF 2022/01/17
PAN AFRICAN SOLUTIONS SERVICES SN1000100200202489000837 XOF 12345600  XOF

BENOO3 147258300987852626 3wy 2 KOF 1,000.00 XOF 2021/12/08 To be signed
PAN AFRICAN SOLUTIONS SERVICES SN1000100200202489001128 XOF 3,000.00 XOF 2021/10/01 To be sig

POUR BOA EXPRESS 2 01000290007 XOF 30000000  XOF 2021/10/01 To be signed

Test karim 1122338888 XOF 1,000.00 ROF

EST BULK P BOA RDC BIO610100100189536000050 EUR 10000 EUR Expired
TEST BULK P BOA RDC BI0610100100189536000050 XOF 50.00 XOF Expired
EST BULK P BOA RDC BJ0610100100189536000050 XOF 50.00 KOF Expired

8.2 Sign a standing order

This step allows you to sign the following types of standing orders:
1 Domestic

1 International

1 Account to account (within the same bank)

NB: The standing order is automatically cancelled by the system if it is not signed within 6
days after the set up date.

i. I'n the fAFunds Transfero menu, select " Stan
to be signed. The transfers awaiting signaturesha v e t h e Todbhé¢ sighedds.

Beneficiary Drebit account Amournt Currency Mext coccurrence 5 5 Actions

PAN AFRICAN SOLUTIONS SERVICES SN1000100200202489001128 XOF 36.00 KOF 2022/03/02 Signed

POUR BOA EXPRESS 1 01095950023 XOF BAEO0 XOF 2022/01/17 To be signed

PAN AFRICAN SOLUTIONS SERWVICES SN1000100200202489000837 HOF 12345600 XOF

BENOOZ 1472583909878526263ywy2 XOF 1,000.00 KOF 2021/12/08 £Edit
I

PAN AFRICAN SOLUTIONS SERVICES SN1000100200202489001128 XOF 3,000.00 KOF 2021/10/01

ii. To sign the transfer, click on the "Actions" button and selectii Si gn o .
i. In the following window, click on ASigno a

23
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iv. After the signature, the stat ubeposfiblet he tr a
actions on a signed standing order include:

Show i to view the details of the transaction

Cancel i to cancel the standing order

Suspend i to suspend the standing order

Skip next occurrence 1 to skip the next occurrence of the scheduled standing

order

= —a - A
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